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Abstract

This report provides some basic information about the tools of the WP3 prototype deliverable D3.1.1
due at project month M12. The delivered tools are CORAS from SINTEF, RISKTest from Fraunhofer
FOKUS, Certifylt from Smartesting and ARIS Business Architect from Software AG.
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Executive Summary

The overall objective of RASEN WP3 is to develop tools and techniques to support test-based and
compositional security risk assessment. Deliverable D3.2.1 presents the WP3 techniques that were
developed during the first year of the projects, while D5.3.1 presents the methodologies that the WP3
techniques should support. This report accompanies the D3.3.1 prototype deliverable, and gives an
overview and introduction to the four tools of that deliverable.
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The set of tools are as follows:
e The CORAS tool from SINTEF, supporting model-driven risk analysis

e The RISKTest tool from Fraunhofer FOKUS, which is a tool integration platform for risk-based
security testing

e The Certifylt tool from Smartesting for model-based security testing

e The ARIS Business Architect from Software AG, supporting security assessment and risk
modeling of software and IT systems

RASEN - 316853 Page 4/ 17



[RIA[S[E[N] 4

Table of contents
TABLE OF CONTENTS . ...ttt ettt ettt e ettt e e s bt e e e s st e e e e eb b e e s s eabeeeessbaeeeeabbeeseasbesssssbaeeesasbenesaabeesessnres 5
1 LN IR O 1510 L 1 1 ]\ 6
2 CHARACTERISTICS OF THE IDENTIFIED WP3 TOOLS......ooiiiieeeeee ettt 7
2 R OO 1 = 7 A N PR TTRR 7
A = Y 1Y S I =5 SRS 8
2.3 SMARTESTING CERTIFY LT . ititiiiii ittt ittt e st e e e e e s bbb e b e e e e s s s sab bbbt e e easssabbbabeaeessssbbbbaeaeesssaases 9
2.4 ARIS BUSINESS ARCHITECT .uttttiiieiiiiittitiieeeesiiiisttessesssessstasssesssasisstssssssssssissssstsssssssisssrsssssssssisssssssseeans 10
3 DESCRIPTION OF THE IDENTIFIED WP3 TOOLS. ......ooiiiiieeeeee ettt eina e 11
KR R O @ 1 = 7 A N R 11
KT = Y 11 S I =5 R 11
3.3 SMARTESTING CERTIFY LT . iiiittiiiiii ittt ettt e e e e bbb e e e e s s s eb b b et e e e e e st et b bbb e e e e e s ssaabbbbeeeeeaas 12
34 ARIS BUSINESS ARCHITECT uuttttiitiiiiiiittttieeteesiiiststeesesssasisssssssesssssistssssessssssissssseesssssisissssssssssimissssseeean 13
3.4.1 g =T 01 L (o) R 13
3.4.2 INSTAHAEION GUIEBIINES. ...ttt ettt ettt e e st e e e s ettt e e s st e e e e s bt e e e s ssbaeessbaeeesrees 13
3.4.3 L= UYL [ TSR 13
3.4.4  Features Within the RASEN PrOJECE.......ccccoiiiiiiieiie et 15
4 (O(@ ]\ (@ IR U 1 [0 ]\ R 17

RASEN - 316853 Page 5/17



[RIAISIEIN] N4

PROGRAMME

1 Introduction

This report is a brief documentation of and introduction to the RASEN WP3 prototype deliverable
D3.3.1. The prototypes are developed to provide support for the methods and techniques that are also
developed in this work package. The reader is referred to deliverable D3.2.1 for an overview of the
WP3 research results after the first year of the RASEN project.

The prototypes presented in this report serve as a part of the RASEN tool-box for security risk
assessment and security testing that is developed in the context of WP5. WP5 defines the common
RASEN data meta-model that will be used for integrating the tools by facilitating the communication
between them. An important part of the RASEN prototype development is therefore to provide support
for exporting and importing data to and from the common RASEN data model.

The tools that are presented in the next two sections are CORAS, RISKTest, Smartesting Certifylt and
ARIS Business Architect. In Section 2 we give a brief overview of the main characteristics of the tools,
and in Section 3 we present the tools in some more details, give installations and user guidelines, and
explain the planned and current status for the development of tool features relevant in WP3. Finally, in
Section 4 we conclude.
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2 Characteristics of the Identified WP3 Tools

In this section we give an overview of the RASEN tools relevant for WP3, providing some basic
general information and technical information, as well as other additional information that may be

useful.
2.1 CORAS
General information
Name CORAS tool
Provider SINTEF

Topic addressed

Model-based risk assessment

The tool is based on Eclipse and the GMF/EMF framework, but it is distributed

Description as a stand-alone tool
License Eclipse Public License v1.0 (http://www.eclipse.org/legal/epl-v10.html)
Website http://coras.sourceforge.net

Technical information

Download site

http://coras.sourceforge.net/downloads.html

(O] Tested on Windows; a non-tested distribution is also available for Linux
Tec_hnology The tool needs Java
environment
Other

. None
dependencies

Additional information
Known issues/risks | None
Additional useful
None

information
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2.2 RISKTest

General information

Name

RISKTest 0.1 as an extension to Fokus!MBT

Provider

Fraunhofer FOKUS

Topic addressed

Tool Integration Platform for Risk-Based Security Testing

RISKTest is a tool integration platform for risk-based security testing. It consists

Description firstly of the management of traces and other services evaluating and analyzing
these. It supports exchange formats specified in D5.2.1.

License RASEN project partner can obtain a license for the project duration.

Website N/A

Technical information

Download site

N/A

oS Win, Linux and Mac

Technology Java (1.6 and newer) 32-bit, Juno Eclipse Modelling
environment

Other Papyrus, TestingTech, ProR, CORAS, CReMa

dependencies

Additional information

Known issues/risks

N/A

Additional useful
information

N/A
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2.3 Smartesting Certifylt

General information

Name

Smartesting Certifylt

Provider

Smartesting

Topic addressed

Model-Based Testing solution

The tool is composed by a Rational Software Architect plugin for modeling

Description activities, and a standalone Java application for the test generation and test
case management

License RASEN project partner can obtain a license for the project duration.

Website www.smartesting.com

Technical information

Download site

www.smartesting.com

(O Win or Linux
Technology Rational Software Architect v8.0.x and v8.5.x, EMF compliant
environment JAVA 1.6, 1.7 compliant
Other N/A
dependencies
Additional information
Known issues/risks | N/A
Additional useful N/A

information
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2.4 ARIS Business Architect

General information

Name

ARIS Business Architect + RASEN Model Extension

Provider

Software AG

Topic addressed

Security Assessment and Risk Modeling of Software and IT Systems

The model extension is based on the ARIS Business Process Analysis Platform
(http://www.softwareag.com/corporate/products/aris/bpa/default.asp), a

Description proprietary solution of Software AG and provides an interface to model risk
assessment of IT security systems.

License Proprietary

Website http://www.softwareag.com/corporate/products/aris/bpa/architect _design/overvie

w/default.asp

Technical information

Download site

Download site of the RASEN Model Extension
https://project.sintef.no/eRoomReqg/Files/ikt2/RASEN/0 33361/SAG%20Prototy
pe.zip

oS Windows, Linux, (Any OS supported by the ARIS Business Architect)
Technology
environment None
Other

. None
dependencies

Additional information
Known issues/risks | None
Additional useful
None

information
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3 Description of the Identified WP3 Tools

3.1 CORAS

In the context of RASEN WP3, the CORAS tool will be extended and further developed to provide
support for test-based and compositional security risk assessment. For a presentation of the current,
official CORAS tool, the reader is referred to deliverable D4.3.1. That deliverable also gives the
installation guidelines and an introductory user guide. Instead of repeating anything here from D4.3.1,
we present in this section the planned features of the CORAS tool in WP3, as well as the current
status of the development.

Planned Features
The following features are currently the planned extensions of the CORAS tool within RASEN WP3:

e Add support for importing and exporting CORAS models to models of the common RASEN
data-meta model as a means for communicating with the other prototypes of the RASEN tool-
box.

e Add support for updating CORAS models based on security test results. The development of
this feature is broken down into the following tool development tasks:

o Add support for the identification of new vulnerabilities with an estimate of their
severity based on security test results.

o Add support for the removal of obsolete vulnerabilities from the CORAS models based
on security test results.

o Add support for the specification of functions to aggregate values of security metrics
to validate or update the current risk estimates in CORAS models. The functions
should facilitate test-based risk assessment for both active testing (using security
measurements) and passive testing (using security indicators).

e Add support for combining CORAS models from different CORAS projects based on the
RASEN compositional proof rules.

Current Status

As described in more details in the report for deliverable D4.3.1, an export from the CORAS model to
the current version of the RASEN data meta-model has been implemented. The function takes a
CORAS project as input and produces an XML-file representing the RASEN data model as output.

The CORAS features for supporting compositional and test-based security risk assessment have yet
to be developed. In order to implement such functionalities in the tool, we need to further develop the
WP3 techniques that we aim to support (cf. the current status of this as reported in deliverable D3.2.1).
We have started to use the CORAS tool in test-based risk assessment, but currently the risk analysts
need to interpret the test results manually in order to use the data as input to the risk models.

Hence, the main tasks in further developing the CORAS tool in WP3 can be summarized as follows:
o Develop support for importing RASEN data models to the CORAS tool.
o Develop support for aggregating security test results in the CORAS tool.

e Develop support for combining risk models according to the compositional proof rules.

3.2 RISKTest

The RISKTest prototype is developed to support methods and techniques in both RASEN WP3 and
WP4. For the presentation of the prototype, the installation guidelines and user guide, the reader is
referred to the D4.3.1 documentation.

Current Status
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e The trace management (the creation, deletion of traces) is directly integrated in each of the
integrated tools. Additionally, traces are visualized in the trace explorer by a tree structure and
can be used for navigation. A filter mechanism can be used to find traces.

e RISKTest allows bidirectional navigation between related elements. Trace source and target
can be visualized directly within the integrated tools.

e Creating traces can be done manually or automatically, e.g. by model-based test generation
services.

e The traces are defined on basis of a trace meta-model that distinguishes the individual
elements that are allowed to be part of a trace and allow for distinguishing different trace

types.

e The trace meta-model defines a service interface that allow for introducing services that query
the trace model for information (e.g. services for coverage analysis or impact analysis).

e RISKTest is extensible. That means, it provides a well-defined interface to easily integrate
other tools that are based on Java and Eclipse.

Planned Features
The relevant features within the RASEN project are the following:

e Support for the exchange format for RASEN Data Integration Model specified in RASEN
deliverable D5.4.1

e Dashboard for security testing result aggregation
¢ Implementing query algorithm on basis of domain meta-models

e Advanced network hierarchical visualization of trace model

3.3 Smartesting Certifylt

This section introduces the tool Certifylt developed and provided by the company Smartesting to
generate security test cases from vulnerability risk assessment, and to produce test results, which can
actively contribute to identify, estimate and finally treat the risk of the tested application. The test
generation features of the tool (including installation and user guide) are introduced in the deliverable
D4.3.1. That is why the rest of this section only deals with the specific RASEN development dedicated
to risk assessment features.

The extensions to the Smartesting tool to complement the risk picture basically consist of calculating
and exporting test data and results to the risk assessment tool, which will aggregate them to provide
accurate security indicators and risk metrics. Currently, the expected test data for risk assessment are
the following:

e Purpose of each test case trace in terms of targeted vulnerability (risk traceability matrix) and
targeted part of the application under test (organic traceability matrix).

e Executed test case traces including all performed actions with potential filled data.
o Expected effects of each action of the test traces, from the behavioral model point of view.
e Observed effects of each action of the test traces, from the execution point of view.

e Test verdict in terms of identification of test success (discovered vulnerability) and failure
(absence of wvulnerability), and more generally feedback when something unusual or
unexpected has occurred during the trace execution.

These test data will be published from Certifylt using dedicated extension that will take the form of
Java libraries and/or Eclipse Plug-in (with dedicated API). This API will provide the data in dedicated
structured output files (XML-based) to enable, ease and automate the risk assessment processing.
These developments are currently starting in order to provide an integrated tool suite by the end of the
second year of the RASEN project, and to make it possible to validate the relevance of the testing
artifacts to complement the risk picture.
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3.4 ARIS Business Architect
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3.4.1 Presentation

The ARIS Business Architect (ABA) is proprietary software from Software AG. A screenshot of the
ABA with the underlying RASEN model type is depicted in Flgure 1. It shows on the left hand side a
list of all possible Common Weakness Enumerations (CWEs) which can directly be aligned to a
software component. On the right hand side (cf. Symbol Box) a selection of other components can be
selected and drawn into the modeling pane in the center of the screen.

List of available Toolbar Available
CWEs Symbols

File Edt View Insert Format Compare Arrar Evaluate Window  Cf Help

- &-aam&; BT lw@ GE®E# ~— @9 & [ws [JAQH REQ-@iEsiE- B\ %
Default H =T =4 B I USiA & = b= || Fing \ AN
- x| | Designer , v/ Modules [v/] Navigation [v'] Properties [v| Symbols [ | Fragments | WUML consistency checks
@ Navigation 1 % | | [web Ul | Command Central X [CWE List web U1 || cwWE 123 Symbols ~ \ x
Explorer tree |UML package tree | 'erwce types | Software services 4 b B ) \
O Fiter: [v] Models Objects , o
e S vonetes =] Connection 1 Applicapn system type
§ﬁ - B oves Command 1 Appication system 1 woduie type:
5 &5, 102 struts: fupiicate Vaidation Forms [Quick mode] Central
l:‘ &5 103 Struts: [flcomplete validate() Method Definition [Quick m o 1 wocue £ function type
E & 104 Struts:fForm Bean Does Not Extend Validation Class [C 3 1 function I Program module type
&y 4% 105 Struts fForm Field Without Validator [Quick model]
; &%y 106 Strutsd Plug-in Framework not in Use [Quick model) [ Program mogule [ cuitype
@ ~a 107 Struts: Unused Validation Form [Quick model] comrmand 1 Operating system type 3 oaus ype
&5 108 Struts: Unvalidated Action Form [Quick model]
a &, 109 Struts: Validator Turned OFf [Quick model] Line [ Program fiorary [ Function
11 ASP.NET Misconfiguration: Creating Debug Binary [Quic =
& & e g penug nary | st [ screen
&5, 110 Struts: Validator Without Form Fieid [Quick mode]
&5 111 Direct Use of Unsafe JNI [Quick model] [d Programming language [d oBns
& 112 Missing XIL Validation [Quick model] CWE List =
a2 113 Improper Neutralization of CRLF Sequences in HTTP He Netwark [Command Comma Operating system
a2 114 Process Control [Quick model] Line
-4 115 Misinterpretation of Input [Quick model] A Wodel-specific
&% 116 Improper Encoding or Escaping of Output [Quick model;
] =T | 3
Properties x
Attrioutes |Connected objects | Connected models |
Atribute name {51 Command Central(English -
Name Command Central (=~
Time of generation 06.09.2013 11:12:47 L
Creator system 5
Last change 06.09.2013 13:40:49
Type Apphca% system diagram
Last user systegf
Interface =
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[rommes ] 8

Figure 1 — Screenshot of the Security Risk Assessment in RASEN model

3.4.2 Installation Guidelines

An individual installation program can be started using the provided Setup.exe which is guiding the
used through the provided setup-routine. If system files are changed during installation, you are
prompted to reboot your computer after installation. In addition to that there is a detailed installation
guide of how to install the ARIS Business Architect on most spread operating systems. On top of the
base installation of the ARIS Business Architect, the RASEN methodology is added by importing the
ZIP file which contains the base package, consisting of the reports, the definition of necessary
modeling elements, the macro, and a preliminary set of already defined CWEs.

3.4.3 User Guide

The way how the RASEN model extension can be used is exemplified, using a model of Software
AG’s component called Command Central.

! http://cwe.mitre.org
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The Product Model builds the base of the proposed modeling approach. The respective product is
modeled as the root entry of the model; the corresponding components are modeled as child entries.
At least one so called Component Template which specifies a special type of component is assigned
to each component. Additionally a list of CWEs is assigned to the component. This list represents the
union of all relevant CWE for this component which are automatically derived from the Component
Template. This list can be modified in sense of deleting irrelevant CWEs or extending them according
to the needs of the security expert doing the risk assessment.
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The present model type represents a program under test as a set of components with their hierarchical
relation. This relation is not restricted to one level but as several layers of sub-components building
are feasible (subcomponents, sub-subcomponents, etc.), this can also be reflected within the model.
Each component has a list of CWEs defined by the Component Template as denoted earlier. The
initial content of these lists is defined by the connected Component Types provided as a Risk
Template.

The product is now tested for all CWESs in its components lists. Afterwards the test results are imported
into the tool and consequently all irrelevant CWEs where deleted from the property list.

Comrmand
Centra

Commared
Line
1S 1S 1S

| | |

CWE List CWE List CWE List
[Web UI] Web UI Metwork [Command... Eammand Metw ork [Server] Network Fie System

Figure 2 — Model of the “Command Central” Product

Web Ul

Server

A Component Type Model is used to classify components. A Component Type Model consists of a
pre-defined list of CWEs as well as of a pre-defined vignette. A vignette2 or vignette scorecard is a
kind of table where every entry out of 8 is assigned to a number. This vignette is used for further

computations.
Metwork CWE|
Metwomk List

MNetwark
Wignette

Figure 3 — Component Type Model for the Network Component with Network Vignette and
CWEs

A CWE List is model that contains a list of references to CWE Models. CWE Lists are assigned to
Component Types and Components where the lists that are assigned to component types are
modifiable.

2 http://cwe.mitre.org/cwraf/data/vignettes.html
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CWE 1232

CWE ...

CWE ...

Figure 4 — List of relevant CWEs defined by the Component Type

A CWE Model contains all relevant information as the ID, name and technical impacts about one CWE
from the CWE database. The technical impacts where mapped to 8 technical impacts to fit the vignette
scorecard schema and later on used for score computations. For the example above this is displayed
as an excerpt in Figure 5.

Write-what-
where
Condition

Technical
Impacts

1 MWodify memony

Execute
unauthorized code
ar
commanids

Gain privileges [
— E3INT
ide ntity

| |DoS:crash / exit/
restart

|| Bypass protection
mechanism

Figure 5 — CWE consisting an ID and Technical Impacts

3.4.4 Features within the RASEN Project

The results of the development within RASEN are encompassed in a new model type which provides
all relevant aspects for security modeling. As a base tool the ARIS Business Architect (ABA) from
Software AG is chosen.
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The provided modeling approach is multi-layered starting from the product down to the components
hereby forming a hierarchical structure. A security risk assessment is done for each component
individually with the help of component template, containing all relevant security treads known for this
type of components. A conceptual view on the modeling is provided in the following Figure 6.

Risk Rating Product

I‘
I‘

Risk Rating Component 1 Risk Template A Component n Risk Template B

Risk 1.1
(Weakness)

Risk 1.1
(Weakness)

Risk Rating Technical Impact Technical Impact

Figure 6 — Concept of Risk Modeling Using Risk Templates

As stated above, each Component is assigned a specific Risk Template describing likely risks which
account for this component type. When doing the risk modeling (selection of a template and assign it
to a component) one can chose from a number of already present component types defined in the
system.

The proposed approach of using Risk Templates which correspond to component types relies on the
concept of CWE (Common Weakness Enumeration). They provide a unified, measurable set of
software weaknesses that is enabling more effective discussion, description, selection, and use of
software security tools and services that can find these weaknesses in source code and operational
systems as well as better understanding and management of software weaknesses related to
architecture and design.

In addition to that, The Risk Templates are enriched using the concept of vignettes used to provide a
shareable, formalized way to define a particular environment, the role that software plays within that
environment, and an organization's priorities with respect to software security. It identifies essential
resources and capabilities, as well as their importance relative to security principles such as
confidentiality, integrity, and availability. For example, in an e-commerce context, 99.999% uptime may
be a strong business requirement that drives the interpretation of the severity of discovered
weaknesses.

This new modeling concept is illustrated, by applying it to one of Software AG’s products called
Command Central, a central monitoring and management application which interconnects all web
Methods products and is used to control different servers.
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4 Conclusion

In this report we have given an overview of the RASEN WP3 tools that are delivered as prototype
deliverable D3.1.1. In context of WP3 these tools are developed to support the techniques of this work
package for compositional and test-based security risk assessment. Together, the WP3 tools and
techniques shall support the RASEN methodologies that are developed in WP5.

The tools presented in this deliverable are CORAS (SINTEF), RISKTest (Fraunhofer FOKUS), Certifylt
(Smartesting) and ARIS Business Architect (Software AG). In addition to give an introduction to the
features and purposes of these tools, we have described the further development goals and the
current status of these tools in WP3.
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